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38. Data Protection Communications - Data Protection Policy

This document will be made known to all employees and staff as the
primary source of Data Privacy Policy at Mount Temple Comprehensive
School.
Employees and contractors will be formally notified of Mount Temple
Comprehensive School's position with respect to this policy via a staff
briefing.

39. Data Protection Communications - Privacy Notices

Mount Temple Comprehensive School's main method of informing data subjects

N\ and the general public regarding our use of their data is the Privacy Notice. The
é Privacy Notice will include at a minimum:

Identification of Mount Temple Comprehensive School as the controller
of personal data.

A description of the personal data we hold and use.

An explanation of what we use the information for.

Who we share the information with.

Where we store the information.

How long we keep the information.

A summary of the data subjects’ rights as observed by Mount Temple
Comprehensive School.

Summary technical details regarding information processing (including
cookie use).

The Data Privacy Notice will be formatted appropriately for the medium in which
it is published. The Data Privacy Notice is considered an advisory notice
regarding Mount Temple Comprehensive School policy and is not intended to
constitute a contract with any person.

— |Page I 52
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40. Data Protection Communications - Website Privacy Notice

E

Mount Temple Comprehensive School’s main method of informing data subjects
and the general public regarding its use of their data whilst on our website will
be the Website Privacy Notice. The Privacy Notice will include at a minimum:

Identification of Mount Temple Comprehensive School as the data
controller.

A description of the personal data we hold and use.

An explanation of what we use the information for.

Who we share the information with.

Where we store the information.

How long we keep the information.

A summary of the data subject’s rights.

Summary technical details regarding information processing (including
cookie use).

41. Communication Plan for Privacy Notices

Mount Temple Comprehensive School will ensure that staff and external
parties are informed regarding our use of their data. Any subsequent
changes to our policy or practices which affect how user's data is
processed will be communicated as per this section.

Employees will be informed directly by email informing of the change, and
with attachments or links to supplementary information where required.
Mount Temple Comprehensive School's main vehicle for informing the
public of our privacy policy is the data privacy notice which is published
on our website. This will be revised as necessary to ensure compliance.
Where certain classes of users (e.g. parent(s) / guardian(s) of students)
need to be informed more proactively regarding our use of their personal
data, we will accomplish this by direct email to those users. This will be
carried out in advance of the change going live. Where a change of use
requires a response, the lack of a response will not be treated as
acceptance.

From time to time it will be necessary to revise the Data Protection Policy
as well as associated Privacy Notice in response to changes in regulations
or evolution of expectations for compliance.

The Privacy Notice itself contains an advisory to users to check regularly
for changes.
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42. Third Parties - Data Processors

Mount Temple Comprehensive School avails of the services of outside parties
who act as Data Processors on our behalf to assist us in essential school
processes. These include but are not limited to software providers & IT
contractors.

Mount Temple Comprehensive School will perform due diligence with respect to
any and all such third parties and ensure that:

*  The basis of the relationship is clearly defined and falls under Mount
Temple Comprehensive School Data Protection Policy.

¢ A Data Processing Agreement is in place that strengthens our
compliance with the GDPR.

*  Where data held may not come under GDPR, that a non-disclosure
agreement protects personal data.

Only providers who are actively involved in processing personal data will come
under scrutiny.

43. Third Parties - Transfers of Personal Data to non-EEA jurisdictions

—— | Page
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Our use of third parties may include entities outside the EU/EEA who will process
personal data of EU residents on our behalf in the direct exercise of our key
organisational processes. Mount Temple Comprehensive School warrants that
the use of non-EEA services is an organisational necessity.

Mount Temple Comprehensive School has identified the following Processors
and the adequacy arrangements in place to ensure that these transfers are lawful
under GDPR.
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44, Data Security Breaches
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Where an incident gives rise to a risk of unauthorised disclosure, loss, destruction
or alteration of personal data, in manual or electronic form, Mount Temple
Comprehensive School will give immediate consideration to informing those
affected. Such information permits data subjects to consider the consequences
for each of them individually and to take appropriate measures.

In appropriate cases, Mount Temple Comprehensive School will also notify
organisations that may be in a position to assist in protecting data subjects
including, where relevant, An Garda Siochana, Department of Education and
Skills etc. If the data concerned is protected by technological measures such as
to make it unintelligible to any person who is not authorised to access it, Mount
Temple Comprehensive School may conclude that there is no risk to the data and
therefore no need to inform data subjects. Such a conclusion would only be
justified where the technological measures (such as encryption of a laptop hard
drive) were of a high standard.

All incidents of loss of control of personal data in manual or electronic form by a
data processor must be reported to Mount Temple Comprehensive School as
soon as the data processor becomes aware of the incident.

All incidents in which personal data has been put at risk should be reported to
the Office of the Data Protection Commissioner (DPC) as soon as the school
becomes aware of the incident, except when the full extent and consequences
of the incident has been reported without delay directly to the affected data
subject(s) and it affects no more than 100 data subjects, and it does not include
sensitive personal data or personal data of a financial / sensitive personal nature.
If there is any doubt related to the adequacy of technological risk-mitigation
measures, then Mount Temple Comprehensive School will report the incident to
the DPC.

Mount Temple Comprehensive School will make report the breach to the DPC
within 72 Hours of becoming aware of the incident, outlining the circumstances
surrounding the incident. This initial report will be online through their website
and will include:

«  The amount and nature of the personal data that has been compromised.

«  The action being taken to secure and / or recover the personal data that
has been compromised.

+  The action being taken to inform those affected by the incident or
reasons for the decision not to do so.

«  The action being taken to limit damage to those affected by the incident.

« A chronology of the events leading up to the breach.

»  And the measures being taken to prevent repetition of the incident.

Depending on the nature of the incident, the DPC may investigate the
circumstances surrounding the personal data security breach. Investigations may
include on-site examination of systems and procedures.

Even where there is no notification of the DPC, Mount Temple Comprehensive
School will keep a summary record of each incident which has given rise to a risk
of unauthorised disclosure, loss, destruction or alteration of personal data. The
record should include a brief description of the nature of the incident and an
explanation of why the school did not consider it necessary to inform the DPC.
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45, Data Security Breach - Action Plan

Identification and Initial Assessment of the Incident
«  Consider partial or complete systems lockdown.
» |dentify and confirm volumes and types of data affected.
»  Establish what personal data is involved in the breach.
« Identify the cause of the breach.
«  Estimate the number of data subjects affected.
«  Establish how the breach can be contained.

Containment and Recovery
»  Establish who within the school needs to be made aware of the breach.
« Establish whether there is anything that can be done to recover the
losses and limit the damage the breach could cause.
«  Establish if it is appropriate to notify affected individuals immediately
(for example where there is a high level of risk of serious harm to any
individual).

Risk Assessment
+  Assessment of volumes and types of data involved will be undertaken
and a risk assessment carried out to establish and the risk to data

subjects.

Notification
«  On the basis of the evaluation of risks and consequences, the Principal
will decide whether it is necessary to notify relevant stakeholders i.e.
o the Gardai.
o the Data Subjects affected by the breach.
o the Data Protection Commissioner.
o the School’s Insurers.

* Inaccordance with the Data Protection Commissioner's Code of Practice
all incidents in which Personal Data has been put at risk will be reported
to the Office of the DPC within 72 hours of the school first becoming
aware of the breach.

« If, following the assessment described above, it is established that the
data breach has been fully and immediately notified to the Data Subjects
affected and it affects no more than 100 Data Subjects and it does not
include sensitive personal data or personal data of a financial nature, it
may not be required to be notified to the DPC. This will be assessed on
an individual basis according to the school's policy on Data Breach
above, and where there is any doubt, legal advice will be sought.

Evaluation and Response
+  Following any serious Breach of Data incident, a thorough review will be
undertaken by the school and a report will be made to the Board of
Management. This will identify the strengths and weakness of the
process and will indicate what areas may need to improve.
»  Response may also include updating the Data Protection Policy and
retraining staff.
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46. Subject Access Requests

—— |Page I 57

Data Subject Rights

Data Subjects, based upon a request made in writing to Mount Temple
Comprehensive School using the ‘Subject Access Request Form' and upon
successful verification of their identity, can obtain the following information
about their own Personal Data:

The purposes of the collection, processing, use and storage of their
Personal Data.

The source(s) of the Personal Data, if it was not obtained from the Data
Subject.

The categories of Personal Data stored for the Data Subject.

The recipients or categories of recipients to whom the Personal Data has
been or may be transmitted, along with the location of those recipients.
The envisaged period of storage for the Personal Data or the rationale
for determining the storage period.

The right of the Data subject to:

o object to Processing of their Personal Data.

o lodge a complaint with the Data Protection Authority.

o request rectification or erasure of their Personal Data.

o request restriction of Processing of their Personal Data.

Student making a Subject Access Request

A student aged eighteen years or older (and not suffering under any
medical disability or medical condition which may impair their capacity
to give consent) may give consent themselves.

If a student aged eighteen years or older has some disability or medical

condition which may impair their ability to understand the information,

then parental/guardian consent will be sought by the school before
releasing the data to the student.

While a student aged from thirteen up to and including seventeen can

be given access to their personal data, depending on the age of the

student and the nature of the record, i.e. it is our policy that:

o If the information is ordinary, routine or non-controversial (e.g. a
record of a test result) the student could readily be given access.

o If the information is of a sensitive nature or if the information would
be likely to be harmful to the individual concerned, parental/guardian
consent will be sought before releasing the data to the student.

Each student request for Access to Personal Data will be assessed

individually.
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Parent(s) / Guardian making a Subject Access Request

Where a parent(s) / guardian(s) makes an access request on behalf of
his/her child (a student aged under 18 years), the right of access is a right
of the data subject (j.e. it is the student’s right). In such a case, the access
materials will be sent to the parent(s) / guardian(s) who requested them.
This means that the access request documentation will be sent to the
address at which the student is registered on the school's records and
will be addressed to the parent(s) / guardian(s) subject to the provisions
above.

Third Parties making a Subject Access Request

Where a third party makes an access request on behalf of a child (a
student aged under 18 years), the right of access is a right of the data
subject (i.e. it is the student’s right).

The student (over 18) or parent(s) / guardian(s) will be required to give
permission for the person or organisation making the request on their
behalf. Proof of identity will be required to be submitted as part of the
Subject Access Request. Once confirmed, the personal data will be sent
to the representative at the address provided.

Logging Access Requests

All requests received for access to or rectification of Personal Data must be
directed to the Principal, who will log each request as it is received using the
Subject Access Request Register.

Responding to Subject Access Requests

A response to each request will be provided within 30 days of the receipt
of the written request from the Data Subject.

Appropriate verification must confirm that the requestor is the Data
Subject or their authorised legal representative. Data Subjects shall have
the right to require the school to correct or supplement erroneous,
misleading, outdated, or incomplete Personal Data.

If the school cannot respond fully to the request within 30 days, the
school shall provide the following information to the Data Subject, or
their authorised legal representative within the specified time:

o An acknowledgement of receipt of the request.

o Any information located to date.

o Details of any requested information or modifications which will
not be provided to the Data Subject, the reason(s) for the
refusal, and any procedures available for appealing the decision.

o An estimated date by which any responses will be provided.

o The name and contact information of Mount Temple
Comprehensive School individual who the Data Subject should
contact for follow up.
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Protecting Third Parties

« |t should be noted that situations may arise where providing the
information requested by a Data Subject would disclose Personal Data

606066 about a 3™ party. In such cases, information must be redacted as may be

o]

e}
e}

necessary or appropriate to protect that person’s rights.

Right to Erasure
«  The school shall erase the personal data of a data subject who requests
the erasure of personal data concerning him or her without undue delay
or will ensure the erasing of personal data without undue delay where
one of the following grounds apply.

The personal data are no longer necessary in relation to the purposes
for which they were collected or otherwise processed.

The data subject withdraws consent on which the processing is
based according to point (a) of article 6(1) ‘Lawfulness of processing’
or point (a) of article 9(2), 'Processing of special categories of
personal data’ the existence of the right to withdraw consent at any
time, without affecting the lawfulness of processing based on
consent before its withdrawal. And where there is no other legal
ground for the processing.

The data subject objects to the processing pursuant to article 21(1)
‘right to object’ and there are no overriding legitimate grounds for
the processing, or the data subject objects to the processing
pursuant to Article 21(2) ‘direct marketing”:

The personal data has been unlawfully processed.

The personal data has to be erased for a legal obligation in Union or
Member State law to which the controller is subject.

« A record of erasing the data subject’s personal data shall be recorded
and noted in the Board of Management Meeting Minutes.
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47. Archiving Personal Data
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Appraisal of Records

An appraisal process that limits the permanent preservation of records
containing personal data to what is really necessary has been adopted. Personal
Data containing significant historical value will be prioritised i.e. Photographs,
Registers of Attendance / Enrolment, Academic Achievement in Second & Third
Level Education, Sporting Achievements and photographs and video recordings
of school and extracurricular activities and events may be selected for permanent
preservation.,

Data Minimisation:

Mount Temple Comprehensive School will adhere to the principle of personal
data minimisation i.e. only minimal data that is adequate, relevant and limited to
what is necessary in relation to the purposes of permanent preservation.

Security:

Appropriate technical and organisational measures will be adopted including but
not limited to alarming the archive room and restricting access to a small number
of keyholders.

Data Subject Rights
Mount Temple Comprehensive School will at all times observe Data Subject's
Rights under GDPR.

Archiving Process

Mount Temple Comprehensive School will archive personal data where this data
has significant historical value. The school will not hold data for longer than it is
outlined in our Data Processing Map. Archiving will take place on an annual basis
and will involve the following steps:

1. lIdentification of records (both electronic and paper) which contain
significant historical value.

2. ldentification of the purpose(s) for which the data was originally
obtained i.e. why did we collect the data (see Data Processing Map &
Retention Schedule).

3. Appraisal of the records to determine if they contain personal data that
a) should be retained for a certain period of time and disposed of or b)
should be preserved permanently for a specific lawful purpose (see Data
Processing Map & Retention Schedule).

4. This step will involve:

a. Consulting the Retention period as outlined in the Data Map &
Retention Schedule.

b. Identifying the records for disposal / archiving.

¢. Obtain permission from the Principal / BoM / Trustee to dispose
/ archive of the records.

d. Document the disposal / archiving of records.

5. Once established, the data subject's files will be placed in an archive bax
and will be marked as “For Disposal DD/MM/YY” for records that will
be retained for a specific time or “Archive Permanently” for records that
will be retained Indefinitely. Pending Review by the BoM.

6. Consultation should also take place with the Principal for advice on
record retention periods for certain records as needed.

7. Archived boxes will be held securely in the school's dedicated archive
with restricted access.




Mount Temple Comprehensive School - Data Protection Policy

48. Disposal of Personal Data

B P

49. Governance
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Data Subject Rights

Mount Temple Comprehensive School will conduct a regular review of the
personal data we hold for the purpose of disposing of redundant personal data.
Such a review will take place on an annual basis and will involve the following
steps: :

1. Identification of records (both electronic and paper) which contain
personal data or special category personal data (see Data Processing
Map & Retention Schedule).

2. ldentification of the purpose(s) for which the data was originally
obtained i.e. why did we collect the data (see Data Processing Map &
Retention Schedule).

3. Appraisal of the records to determine if they contain personal data which
is no longer necessary for the purposes for which it was originally
obtained: This step will involve:

a. Consulting the Retention period as outlined in the Data Map &
Retention Schedule.

b. Identifying the records for disposal.

c. Obtain permission from the Principal to dispose of the records.

d. Document the disposal of records.

4. Suitable third-party service provider should be contacted to provide a
secure erasure and destruction service i.e. confidential shredding
through a certified data destruction specialist.

5. Consultation should also take place with the Principal for advice on
record retention periods and to ensure that records are disposed of in a
safe, secure and appropriate manner.

Supervisory Authority
The Irish Data Protection Commissioner is our lead supervisory authority under
GDPR.
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Monitoring Compliance

Mount Temple Comprehensive School will carry out internal GDPR compliance
audits against school policy and procedures. We will also arrange audits of our
compliance by independent third parties at longer intervals. All audit records will
remain confidential to Mount Temple Comprehensive School and will be shown
only to regulatory authorities on request. Each audit will, as a minimum, assess:

«  Compliance with Data Protection Policy in relation to the protection of
Personal Data, including:
o The assignment of responsibilities.
o Raising awareness.
o Training of Employees.
«  The effectiveness of Data Protection related operational practices,
including:
o Data Subject rights.
o Personal Data incident management.
o Personal Data complaints handling.
«  The level of understanding of Data Protection Policies and Privacy
Notices.
«  The currency of Privacy Notices & Notices.
«  The accuracy of Personal Data being stored.
«  The conformity of Data Processor activities.

The Data Protection Coordinator, in cooperation with key stakeholders will
devise a plan with a schedule for correcting any identified gaps within a defined
and reasonable time frame.

Breaches of the Data Protection Policy

Breaches of the GDPR or the school’s Data Protection Policy may be treated as
a matter for discipline and depending on the seriousness of the breach and will
be dealt with by the Principal in accordance with the School's Code of Behaviour.

For hreaches of the GDPR Regulations, which do not warrant such action, the
employee will be advised of the issue and given a reasonable opportunity to put
it right.

In the case of contractors or external service providers, serious breaches of the
policies and procedures can and will be deemed grounds for termination of
contractual agreements.
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50. Data Protection Policy Acknowledgement

Print Name Signed Date
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